How do | add GoFiler to Login.gov as an
authentication method?
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GoFiler can be used as a third-party authenticaton (TPA) application to generate the TOTP password needed to
log into Login.gov and access the new EDGAR Next system. GoFiler has options in the application preferences
to store your OTP secret key so that it can generate the TOTP every time you need to access EDGAR Next,
including to submit filings, receive accession messages, or verify company information.

GoFiler can be set as a TPA application when you first create aLogin.gov login or after you have already
completed the account creation process.

To add GoFiler as a TPA application when first creating aLogin.gov account (you will need the GoFiler software
open to complete this process):

10.

. Go to Login.gov in your preferred browser.

. Click the link to Create an account. You will need an e-mail address, a secure password, and your GoFiler

software (the authentication application).

. Enter your e-mail address. For the EDGAR Next system, we recommend you do not use aLogin.gov

account that used for other government services. GoFiler will store your Login.gov credentials, and while
the storage of these items is securely encrypted to make it difficult for unauthorized users to access your
account, it would not be impossible for an unauthorized user to use your account. Therefore, using an
account that is not linked to any of your personal Pll (such as an account used for the IRS, for example) is
recommended.

Select your preferred language.

. Read and accept the Rules of Use.
. Click Submit.

. An e-mail to confirm your account will be sent to the provided e-mail address. Click the link in the e-mail to

Confirm email address.
Create a secure password.
Click Continue.

Click the option to use anAuthentication application.
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O LOGIN.GOV

Authentication method setup

Add another layer of security by zelecting a multi-factor
authentcation methad, W recommend you select a1 least
two ditferent aplions in case you lose one of your methods.

a D Authentication application

Download or use an suthentication app of
your chostd 1o genrate securs codes,

(m] % Text or voice massage

Receive o secure code by (SMS) text or
phone call.

o % Backup codes
A list of 10 codes you can print of save to

your dovice, When you use the last code,
wirvall generate s w5t Keep n mand
backup codes are easy to losa.

o & Security key

A physical device. often shaged like a USE
dirive. that you plug in to your dovice,

(] E Government employee ID

PMVICAC cards for gowernment and military
employses. Desktop only.

11. Click Continue. The following screen will appear:
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16.

17.

Add an authentication app

Set up an authentication app to sign in using lemposary
security codes. What is an authentication app? i

o Give it a nickname

If you add more than ene app. you'll know which ene is
which.

© Openyour authentication app

€ Scan this QR barcode with your app

Or ender this coda manually inte your authentication app
OHDEVP JEBGLUADUSUPY I T ISIVWFASEE
.' 0 Copy
o Enter the temparary code from your app

Example: 123456

Remember this browser

Enter a nickname for the application. We recommended using "GoFiler".

Open GofFiler, if you have not already done so.
Click File > Preferences.

Click on the EDGAR Next tab. If the EDGAR Next tab is not visible, you will need to activate the EDGAR
Next Beta.

In the Login.gov browser window, click theCopy button to copy the provided authentication code.This is
the TOTP Secret Key.

In GoFiler, paste the code into the TOTP Secret field on the EDGAR Next tab of the Preferences dialog.
The TOTP Code field to the right will automatically generate a code.
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Application Preferences ? *

Filer Information

CIK:

APl Access

Spell Check  Text / Code View  Page View HTMLCode  Project Defauts  Project Wizard  EDGAR
File: Options Services Translate Format Text HTML Block HTML Emors
EDGAR Mext Submissions Form 13F ¥BRL

System Access
Login.gov
Usemame: | | Passward: |
TOTP Secret: |oooooooooooooooooooooooool TOTP Code: Copy

What's this?

Filer token:
Description:
User token:

Description:

| fe.g. My EDGAR Company)

| (e.g. John Smith)

Cancel

18. Copy the TOTP Code.

19.
app section of the form.

20. Click Submit.

This will add GoFiler as an authentication method for yourLogin.gov account. Please note: steps 16-20 are
timed. The TOTP Code will expire if not submitted to Login.gov quickly enough. The progress bar beneath the
TOTP Code field on the EDGAR Next Preferences tab indicates how much time is left before the code will expire.
Also remember to click the OK button on the Preferences dialog to save the TOTP Secret. This code cannot be
retrieved from your Login.gov account but it will not change, so it is important to save it into your software

preferences.

Paste the TOTP Code into the Login.gov browser window in the Enter the temporary code from your

To add GoFiler as a TPA application after yourLogin.gov account has already been created:

1. Log into yourLogin.gov account.

2. Click the Add app button at the bottom of the "Your Account" page.
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D LOGIN.GOV Welcome john.public@novaweorks.com | Sign out

Your Account Your account

Add email address

Email preferences
Edat password

Bt e Email addresses

john public@novaworks.com
Your authentication

e

Add phone number

Language
Add authentication apps English Edit
Add tace or touch unlock
Add security key
Password
Add federal employes 1D
. Edit
Gl backup codes
Your cennected accounts
Authentication apps

History
My Authenticator App

+ Add app

Forget all browsers
Customer support
If you have not entered a TOTP code or setLogin.gov to remember you, you may need to verify your

identity by providing your verification code again. This will occur if you have let your account sit open for
several minutes. If prompted to verify your identity, do so. Once verified, the following screen will appear:
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Add an authentication app

Set up an authentication app to sign in using lemposary
security codes. What is an authentication app? i

o Give it a nickname

If you add more than ene app. you'll know which ene is
which.

© Openyour authentication app

€ Scan this QR barcode with your app

Or ender this coda manually inte your authentication app
OHDEVP JEBGLUADUSUPY I T ISIVWFASEE
.' 0 Copy
o Enter the temparary code from your app

Example: 123456

Remember this browser

Enter a nickname for the application. We recommended using "GoFiler".

. Open GoFiler, if you have not already done so.

Click File > Preferences.

. Click on the EDGAR Next tab. If the EDGAR Next tab is not visible, you will need to activate the EDGAR

Next Beta.

In the Login.gov browser window, click theCopy button to copy the provided authentication code.This is
the TOTP Secret Key.

In GoFiler, paste the code into the TOTP Secret field on the EDGAR Next tab of the Preferences dialog.
The TOTP Code field to the right will automatically generate a code.

Copy the TOTP Code.

Paste the TOTP Code into the Login.gov browser window in the Enter the temporary code from your
app section of the form.

Click Submit.

This will add GoFiler as an authentication method for yourLogin.gov account. Please note: steps 7-11 are
timed. The TOTP Code will expire if not submitted to Login.gov quickly enough. The progress bar beneath the
TOTP Code field on the EDGAR Next Preferences tab indicates how much time is left before the code will expire.
Also remember to click the OK button on the Preferences dialog to save the TOTP Secret. This code cannot be
retrieved from your Login.gov account but it will not change, so it is important to save it into your software
preferences.
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